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(54) NETWORK MONITORING SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a network 
monitoring system where an illegal access from an 
external network to an in-enterprise information network 
can be detected and a transmission source of an illegal 
packet can be retrieved. 

SOLUTION: The network monitoring system is provided 
with a traffic monitoring device 50 that monitors traffic 
of a packet passing through a router 10 and received 
from an external network 3 and informs the router about 
identification information of an illegal packet at the time 
of detecting the illegal packet and with a disguised 
server 20 that gives a false reply to a sender of the 
illegal packet. The router 10 identifies the illegal packet 
coming from the external network and transfers the 
illegal packet to the disguised server based on the 
identification information of the illegal packet informed 
from the monitoring device. 




7» 



i 



LEGAL STATUS 

[Date of request for examination] 



26.03.2003 



BEST AVAILABLE COPY 



(19>B#H#im? (JP) 



<»» & m & & m ca> 



#^2000-261483 
(P2000 -261483A) 
(43)&HB ¥fifcl2¥ 9 A22B (2000.9.22) 



(51) Into. 1 




f i T-?3-r(##) 


H 0 4 L 12/46 




H0 4L 11/00 310C 5B089 


12/28 




G 0 6 F 13/00 351Z 5K030 


G 0 6 F 13/00 


3 5 1 


H0 4L 11/08 5K033 


H04L 12/24 




11/20 1 0 2Z 


12/26 










H^QcdScU OL {± 13 H) SUHfciKK 


(21)fUJB$# 


ftW^Pl 1-61 185 


(71) EHHA 000005108 








(22>mKQ 


¥*£ll^3JI9B0999.3.9) 








(72) #88* Hi* 3* 


















<74)f$SA 100061893 












F^-A(^#) 5B089 GA11 GA21 GA31 GB02 HA01 






JB15 JB22 KA17 KB13 MC08 






5K030 CA15 HA08 HC01 HC14 HD03 






HD06 MA01 MB09 






5K033 AA08 BA08 0001 DA01 DA06 






DB12 DB18 DB20 EA07 EC03 


(54) 







(57) [gift] 

2 0<t£*ru ±m>\>-$ i oa*. sita^a^eajEas 



/2b 












wot 




mm 



©*IEfc7* -b^^Sm-rS* y h 7 XT <U 
YVY^v ■< ~j 5 £g|*lU _Li3i*j3Bt»$R* -j Y r? 

v y zmm-r s i-77o *sta&g£ . io 

> Y ±!2rtg|JH2 i/y > h £±SBi1-g|SM i; r • -fey> 30 
h±3StoUieifjf> h^CDiftA^*-* h&MKf&fcat) 

ma h v ^ ? ±Ba*n»/t y r ■ * y> 



^2000-26 1 483 
2 

-Liaise* -j v ?-*a>£±SB;u-*£ii«L.r&SA-r 

B*. th77-f 7f 6CJH Ofc?jE'**- -v h 

IK*-***. TPs.**-* v<Dm&mntmtsmmt<o 

IBP -< >\> i"J > ^r-- 7>\,K.m-}^X . ±SB^SP^. h 
0. ^FiE^-Jr^ H«±gB^-9-->'^^3tifctB^0 

iwmi ] iwb^-^*s, >-tcc^flacr>-r 

> jr 7 * - X0!§£ W L . |ffle&?iE'-t*- » h *±ffi« 
Sf-^KItlo-/ > ^ -7 ^ - XW3&<omt)? 2> C L * 

^ > h i . fria^- 5rtcssK3 ftfcfl-SR'* r • -fe >/s 

>bt. ±^rtSS-fe y> > h iiBBJWB/t 'J7-tf> 

> h £©ratcs&8? ita^gu-'-? y r • t > h *> 
many-?? ■<? vm.tmm&. jjawft* r • -t 

[ga5fci9 ] iJsartgstgfB* vYi 

7 * - ^ @Ktc Z> C t t f 6 * /c 

mtem 8 jcsais©^ ^ h n - ^is->^ a„ 
'<sww3f*^jE^*-» Y<omfeft>s:mma-r2>tc<t><D 



3 

E;U - * icmtftZ titcWS&J* 'J 7 • -fe > b £ . ±E 
rtSB-fe V A > b &±Ei*«'< T J 7 * -fe ^ > b t (Dfffltc 
IggSSft. JbEfl-6S>*y7--fe^> h#>e>±3fiF*gSB-fe 

*-;us$s<b. wb** bv->?frh±Mmu'**)7' 
bia&AT&^trv b<Db?y 4 v zzma 

U ±El*JgfStf $fi* * h"7-^*^jE«cr^-b^-r*^ 

^ -* **KtR«K«fc % ±e:?t^7£ 

sec* atiaw&«««r#tffj6s^^^ 

±ia 7 r y r v * - ;i/*sk#, iiaetassa* 6 <ds« 

LfcJMW'^* Hc*-3i>T. ilB^IE^v h©»gfl 
««*EtBbt*i#. ±Ei1«* * b U-fiPh'g.mZ 
txto^rv b(D^fr%±mmmn&m~J^X^JE'<>r 

Kta-TiCitCctor. ±ErtSB*v h^-^^FiEtc 

±IB Yv? 4* *BH&SBH#. ±Ertffl* h a-^* 
^lEKT^HzX^S^IE^^ h3WftHi3ft&*§*lc % 

% S & fc abcWW»**fti»D-r 4 /c#>cd^©£ # U , 
±E-0wc**. ±£rt«** h?-*cc««3ftfcte© 



(3) 1^32000-26 1 48 3 

4 

[0 00 1 ] 
[0 00 2] 

10 I^F^t^^X^A-sO^iEfiA^ESih^SiLr, ~? y 

^7^*-Ji46B#&6ftTc>*. 77^7 i Jt--ii/ 
tt* jfgp* > ^-£*6r*Hz*r#s#SL^yr • 

[0 00 3] 7r-( T^^-JUCOlitfeCConrtt. C^^. 

Bgn^^^y 3 > ( 1 996^7^10, » 
6 8H-»T8 3MficE«3nrc»4J:5«C. ftosWD* 
20 aSW»^*ir*5 0. WAK. TCP/IPU^fftT^ 
•fe^WBBrrs^y ^ju*y>y^3S-ctt, TC 

tt, TC P / I P7 ^'J ^-i/ 3 >StCf 
[0 0 04] HtSIW««t/^^ACC»^*^iE« 

30 A*Kars^-^4ur, Bgt-^^X 

7"A V 1 9 98^8^ (No.65)S13 0M-S13 2 

ft*. 

40 [0005] 

tfoaw-rsiaaajawMRSftrui^. *m*v b 

y^ztPhpgg**? bv-$^<o^jE^*m&{;tcm 



CO 

5 

#182., *IE7^;*KJ:oTtMR:7W;U*^»<?*i 
[0006] ffi^fr£IS£f*Jt3$R©iS§?gi*|5*±U *IE7 

¥0 9-26647 5^#gT'«. * F >7-*tCj£i& 
$nfca»©JS^g©555feT F U^4fl1-47 F L> 
^SH®*., * 7 F V->>W*frh<r>WtT F U 

-^tiS«7KU^«it-^ «*.«. DNS(D 
omain Name System) A TMiffl© L E C S ( LAN Emu 
lation Confi (juration Server) %$<Dy~— s-itC. 
■tty » -fe - i^SMBTC^ttSV-r &fcti>4)BS¥£t*tt<* 
T*»*. *iEa— tfd>6©P»^t>#K:»L-Cii. ±IB* 20 
» F 7-?Kl8M3ft*dftA#^ffliffi*©7 FUX£iI 
ftrf-SJ:9«:LTt»S. JbJEftA**flUBtt3it2. JFiEa 

**. 3i<t7*P F 3^©*a5e(cSE-5-C^iE3.-1f iiift^- 

f u x<r>n<om otCi&g&ts&SrJKSi-r s <£ 5 &c& o x 

30 

[0 00 7] LrfPLfrtfS^ ±iB^&$8tc^r;3iT.fcfi£ 
3fci£ffi«. $3fc*>6©?E3fc7F'U*iC|5]g-r£DNS-?> 
LECS^©-9--^{c4BC»-C. vM-i><DmB7t 
TFU^3»6^FiEftra^-ti-^ffl-rSfe©-C&«5. Jra 
5feT F U X©|8l£*>tt=&fT 5 C 4 ft < :ffeglrtt»#8* » r 

v - *cc*iE©A*:feT4S85|5 a-tf tc*t L-ctJWSft-c 

B^<^ 9 Hits £A# io 

fisattmreatti- & c t tt < . ;re a— «f ©j£ss*atc 

[0 00 9] 

[i*js?:«&-rs/c«>©^8] ±iaisja=&jB9i-r5fc«f> so 



#^2000-26 1 483 
6 

tC. 4sAWCtt. fl-SC* ? r ^-^^a^MP* t» r 7 
-*COl,-*£/r0r£&3n/crtg|StS«*? F 7—5' 

Xi&A-f ? V<D\-=?7 a ±lfir*9§i$ 
LtcBi. JJ&l^-j>CmfBK7jE^9 r©3H3(ItS$B£ 

ncjBSLT. hommTcicmmm 

JJBJl'-***. mUBi&frtig:mLTc±2Zmffl'i>rv r 
fCftSO?. iB*!'** » F©l^i|tS« ; SriBtg-r5/c 
st>©^f2£{i*> ±K*r»*t» F'^-i'^^^A^-.SS 
fiytir? F©ct>^6±i3^lJ««tC»-^C»r^iE'^ 

[ooio]^, cctf^saw^itt, «*.«, 
siht 1 - 3f 7 r w A'CcTj&ffla 3 n/c^tsfa-^. «©m 

ii« 0-T t>fflJB©tt l»S®fe«4 *>^tr ^> ©-C* ^> X . 
fflfLUX <? AffllJ-C^iET ? J e7.1fimmfrX'tb2>Z t * 

[ooi n *^w© i rxommmmxit. ±b&*~si 

^-^BK^^WL. ^iE^» F*±l2fT3-Y >dr^ 

[0012] ±fBrtSPtf«* ^ F 9- (*3 

F*3gB-b > F «t . ±iB^- £ CCjg^&Si-ifci'rSlJ/* y T 
•fe ^ > h i . ±fBrtSU-fe ^ y > F tlSUMfri 'J 7 
• h^©fflccs^$n. JtS^<yT-fe^> 

h/pP>rt§iJ-lrry>> F^©D6A^"-!rv F«r*IJIS-r*A:«i> 

Ifl* 9 F C7-^*i. C©J:^K77 7->*-iUKSS* 
±8EJ1-»/<yT • -fe^>> HtcW^StiAc^-iry h©F 

rt>J:l»„ C©tB#. ;U-^tcr FU*^&fllfg£*>/c 



[0013] #|BB0!>»* l^SWBMrcJ*, 

IE^l -if <b <MB©«fi*iH!«?«B*iBlk:*>fc o x mikZ 
±ESWa«»D»6^iE^v F<d*«M£ 

rts* ^jET*7*x<Dmmttzz>T-$%:m?isXto 
m^mtcttiEft&<D^tfcmmxz& 0 ±ebus^- 20 

[0014] &$tm<D*v by-ZmZisXT^tCtoi,* 

x. tomtM*v f hv-ztzmm 
±e? y^^-r/^wcx-^r. ±ib^ 

[0015] W*-^, rtSPtPS^ v F 9- £><D- 

* U >^f— C £&X$ €> 0 
[0016] *«i!8(c*5l»r. 

^RE'** 9 FOlSSHMBt*. ±ffi^->©K0«:. ?r 
■>*-juec»Srr ti« % ^<DfgccfmT£^IE'^-; h so 



^2 000-26 1 483 
8 

5fcTFU****r&C£tc< % *IE>*** F*«R* 
[0017] 

JHLrBWrr*. Hl«. #I&WCJ:S** F9-*K 

Sla-l niW-^2a-2b(iW^ F9- 
*3fc*ttS*i. £«rtflHR** Fa-^<7>$tSP^'Jr 

• *fe^y> F3 1 # % ji — d» 1 o^/M/T, Jje^tsp* 

5 F *7-^ 3fctt^SiTCt>4. ±KJl/-drl0 

£, *IE^* htD^ft^ <T#-fe*^c) &fel£H4 0 

[0018] ±sB^SU^Ur * tz^V> F 3 1 Kltt. 
*rtflHR** h?~^<DFW*^y>F (^LA 
N) 3 2^cD^JE{2A*B5±-r^/cfib(D^T-<r^^- 
il««5 4, h!7-*^©^iET^-fe^ 
&fc»OK»S6B5 0 i , m5L\*J -^-yt 
Octree, F7-£©1^-'<iHmLr««4 

a>0>«»a)^-^<7 (7a-7 j) lfe*«a-lf# 
*ft-r**«E©«*KK8 (8a-8k) i^S^^ti 

[0019] ^SP^ v h y-?3tif>t>)V- 5 1 0 liC^m 
I P^-irv h(*. «it«, H2K:fttJ:5K: i TC 
P^ 4 ^^ F 32 0& I P^*#3 30i*6ftS. ±iB 
TCPW 7 h32 0tt l !f»«36«3e3tia?K 
SCDt^RgB3 0 0<bTCP^^yg|53 1 0i3&»&tt0. 
TCP^?«f3 1 Ott. iHfi7cd<- F#^-3 1 1. H 
5t^-h#-^3 1 2. *<0fft©^^y««l**Ef. * 
/c. IP^y?3 3 0B, j^flTcI PTFUX33 K 
3S5t 1 PT FUX3 3 2. F^;Ha»«^3 33. f 

[0020]^3it Jl/-^ 1 0<D«^4^-To JI/-^ 
10B, J1-»*v h7-^3iOHW 9 F4i^fi 

-r$/c«?>©>f>^7x-^igssi iAi 4 >fas/<»;7 • 

>^^x-^[n|gSl lBt t fi^if-^2 0<i:7f-fe^ 
5W^R4 0 3W»«Stite«#|B3 3i©nr^4r» 

ti6CD>f>^^x-Xlpl?Sl 1 (1 lA^l 1C) tcrt 
[002 1 ] iiSJU-^ 1 2 tt, -7-/ >7 



(6) 

9 

1 5 o<t£§ati^&fc#oy*'; 1 4<t. )\s-f-4># 
*v l 5i^ri^ 0 

[0 02 2 ] JhuB^P^A^y l 5CC(i, 

t, ±fB? 4)],ifV>#7*--7)\,i 5 0£JE§rf&fci*> 
CD^-^;ueS^^rL-;U 1 l 0i, jbiBA'— ?w >f 
f-^H 4 0i7^^';>^r-^H 5 0<t£# 10 
ML/T, S^>^7x-^1 1 ( 1 1 A— 1 1 C> *»6 

&;U-f- h ls#**s*-to 1 2 0 i^tl^o 
[0023]7r^7-?*^g5^ ffiifif^^ 

*TteD, 1 OCcioT^SIWiiT • -fe^> F 

3 1 CC&9i£$nfc& I P-rf-Sr * Ko-^y ytWR^iB 

gp-fe^> h3 2^<offlia*i*^-r^c<hC<:J:or k 
gg-fer^> h3 2K*S££*-l/c^--^7 a-7 j --(D^ 

ie&t*hz;**i*±ts. 
[0024] ±fB7 r r * -;HSg5 *®9 
t, a-7 j ^lElCT^-feXUJ;^ 

*iE^$r* l*«£BUfc*^ KDiS«5cTFU 
«6ttl>«^ ^P^;l/ 

[0 02 5]gSSS50(t *IE7**X*«*fc* 
3 4, ^SJ^yr • -fe^y> h 3 1 fiC%*'l£"'4r ? h<D 
*W^Oh77^ ?»K8»tt5 1 ^IEh 



l$SS2000-26 1 48 3 
10 

br, *©«ecBBjr«^iE^^^ F*«ffilt>w<2 0 

[0026] ±CimttB5 0 tt. ftttWCCtt. 

'JT • -fe^> h 3 1 ±©rH"C^4r* h*S6Sfff-r*3fc 

h<d 1 ±satm^ ? f 5 0 0 ^ > h 

^**5 1 0i, HWRS5 2 0i#»&fcS. 
7^5 10tt a2(C^L/cI P/^^r h(Z)^-^3 3 
0i^-©7^-V5r h^tU, i^ffTuT KUX5 1 1 
<hbT§im^g5 0CDT FUX V JSifer 1 2 <!: 

It^^lOOTKUX^tfo */c, tff$RSP5 2 0 

CD^jm^^ ^ — ;U F 5 2 li, ^iE/^ ^ h^DSiiTt 
IP7Kl/X^-T7^-;l/K5 2 2i, ^JE^^V 

<Dm.&<Dtt% I PT F isX&mfy -< F 5 2 3 <t. 

^iE^^ hOfeS^cI PT F l/^4?S1"7 -#-Jl/F5 

2 4 Lfrhtj;*), ±fBfeiH5fe^ ^ — ^ F 5 2 4 (C»A«E 

*^2 0©7 FUX^S^3ti-S. 
[0028]S5it to-2\ 0<Dto-?* jlsif • 

*.-tol 2 Q&^M't&to-'r a >tf9*—Zftol 4 0O 

% \ pt Fux<DW3e©tr^ ha»*»a-r-sfcag><3[>^ 

^v^^ 1 4 l 4, ±iB^^^tc<i:^rfflHi3ti/cSe^ 
WttJSJt I PT FUX*J»3E?nSJBit I PTFU^ • 
7Y-;bK142i 4 «t^3r F©a«II5tiO:*HJA 

my a -to Y 1 4 6t*WU c<Dfl&(C!g&B6cj£i;r. 
^-^^P h n^lWB^^-rfcfeflD^ F 1 

4 8 

[OO29]06^ 7^^'J>yt-^15 0C[) 
«lfiSO 1 CT*^T e y *to*V >#*r--fto\ 5 0«, 
i^BTCl P7Fl/X-7^-^F151i, JBtl PT 
Kl/X-7 *-JUF 1524, iSS^I PT KU^-7 
^-^K15 3i, U^@iS7^-;l/K154t35p6'5: 

ofrh&m$&m$:m$?*>Mw^5' 9 f 5 0 0 



11 

[0 03 0] H6CC09^U/c^> h »JR 1 0 0B, @4 
lcmmLtc®m'*>r v F 5 0 (XD&mtrCfc&L'C&mZ 
titti><D-e$>*). y a —Jl F I 5 1 — 1 5 3<DF*l$t£ v 

±Bawa>'*4r ^ f & o (XDfnmmttc&zy a f s 2 

^BH? -# - Jl/ F 1 5 4 tCB, 2 0 

n/c eiibi 1 coatsflWKjesti*. 

[003 1 ]i7it Jl/-^>^ a -;H2 0CDa 

mffl'itr y F 5 0 0«JW)M© I F£$ 
©LfeWcfflttSft, 5W\ HDiBBtcI P 

7FUX331 <h£S5fc I P7FU^3 32 <hfc:g^ 

^121). t&9fc<D*£S, a«5c I P7 F 1 5 1 <h 
385fc I P 7 F U*l 5 2 £©W*#±KS«>^ 7hi 

Hfe?§x>F UcDfflAiaS^ Y-/UF1 5 4#^VT>f>£ 
7x-^iB{c5i;^9 F*«iS0 Wf^l22 
— 123) , c©-=e^^-^*»T"r*. 

7 ^^*U>^7 ! --^n 5 0&c^x>F y£fc 

[0032] ±iB*ffi><*- y F i»j£'rax> F y**:7 

■r ji/£y>^r-:/;n 5 oectt^ofcti^B. ae^ 

^ > F©?B5fc I P7 FU^3 3 2 CCS^JC^T, 
>y^-^H 4 0^« (Xf^l 2 4) 0 C 
OiS^, ;l-r ^> 4 0 ©7^ ^ 7 -f - ;b 

Fl 4 1^t^^A^->(cSfot l Sf^y F 
OJBftIP7FUX3 324-7X^U f#6*ift:g&»#J 
«C7 FU^fcT* F^;l/-f-v>^r-^ 1 4 0©%5t 

IP7FU^142(!:-anx>F'; <BW*>F 

y> s#m-> f 'j^^ofc^tt sx> 
f y * f 1 4 e awr -f > * 

HHKC*i'<*"* h^Sff L (Xf^'l 2 5-12 
6) , F y*s^03&>6ftWtitf. Sfs^^r^ F 

[0033]18tt 4 fl»*w<2 0<D««*^:7n 
^A-7P-f t-Ft*S e «4K*-^2 0tt. 

1 0*6 I P^'4r* F*3©"T£i. Sft^v h 
4>WNR»3 00«IWrU 3»'<*-* F-C{gfflLTt,>£ 
T^y*-^a>CD«ffl£l^lJT£ Uf^2 0 

1) . ftK^^oictt, attitMwaor^y* 

ffl;U-*>2 10(21 0 A-2 1 ON) *5fflSUr* 

(*»i*tJSLfcT^y *-^3>©JBart/-*>2 1 0 
CtiSSftS Uf^202A-20 2N) . gft'^ 

* F«c»i6Lfcr^y *-is * ><omm>v~ 



(7) 1$m2 0 0 0- 2 6 1 48 3 

12 

[0034] ±ffiT^y 3 2 
1 0B. S^ffijCCf*. 09(C^-r<fc^CC. S©/^^^ F 
a>««»ec«ti*=iv>F4rl!WT'r*^^y^2 1 1 

f 7y212i, nv>F*flfrr4*<r *:72 1 3 
3^>F©»flS**ij^tt;S^^-fe--ytf^El, 
10 »*7c{cjS©-rs^f-5r^2 1 4i, ^FiE^-lfi 
<D$tm?i^fr-%y 7 J )iz iccKttr«x7-?:?2 
1 5H&otl»5. 

[0 0 3 5 ] tt»*-rS2 0B, H 1 K^Ofccfc 5 CC. 

fcg<Hy r -^^r>f;l/2 2i, RlH^-dflS&lW^cc 
^^ftS^X^ACD-y*-^^? (7a-7 j ) *6K») 

L, r I >5 7 r >f ; U £ i ±IB 2 o CD ^ - £ V r A ) U 2 
2, 2 3<£>m&« % HI OJCSt-i-^r -/Jl/^- 

^2 4^-7TtlLXl^ B ^ ife^ccior^as 

[0 03 6] ±gB7r-f-rt/f L -^l/2 4«, 1^-^7* 
TR-rjBBM^-2 4 1 i»JC6ur, 7 7 ^^242i, ? 
^X^^a (f-^7 7^l'2 2fej:l> 4 2 3) (C^£ 
30 7r/;l/«24 3i 4 f-^£DKM^Stt^B2 4 
44©B»*S«L'ri>4. iifiLfer^y^-^a^JM 
(D^m)V-^>2 1 0*C*jWS7t -f JM»*fX^^^2 
12-CB, ±ia^r Y^r— ^;U2 4^#M-r^C<J:«: 
<t^r, SSt^ 3r Ftt:tS!h47 r ;^2 4 2 i 
»(6 - ^7 7 ^b22 ft<D&y r ^ ;V^:«f^ 

-T^ e nv> FHff^^-9^2 1 3ttt, ±3B& 

7r -fJUK:»Lr=iv>F*IHfr* 0 
[0 03 7] *>b. -ft-7T-TJU*5ffi*^nrc^j:CiiS^ 

b, -^-^naij-T-24 i3»7n-rifesert^--^7©f s --ir 

40 77^/^7 1(7 1 a— 7 1 j ) frh, i#S£tr r -£€: 
f-2y74)\s2 3Cc^0fcg, 37>F*3HfT 

-ttffsifsari^^^Fo^ifTtt. &swir-'<7Tff 

(C-ajHlft^fcJpr^jE^^tr F*Bfl9©3feaW*-^ 
so 2 093(c£S^? F*ae-r*J:5«CLr*5*, ±8B 



C8) 

13 

[003 8 ] ±?fiSii&ptir«; iy&HMH* ^7-^ 

KJr^T. ^*-'*2 0 IA»W*L ^Ufto 

««*^iE^— !f«:j6»r*J:9«:br^4. ±B»JS6 

c4ct&£ 0 be^t, a8f-^2 ojfc€>©j2^»fwc 

[0 03 9 ] Hl^UftiaWiCcitiK. M^S3 3* 
OCClgaSSIii^jE^— !f*6©SS 
»«*w<CC#fiiLr±iB@-S^3 3K: 

ts^ s tilt r z> 42 * Tcfi^p^g 4 o r swt -r sct#r 
Se-^r. «Ktw<2 0WEi- iftojse* 

■fe-S>*i£©U ^it-^^X^, *IE><**F©±ift 

ers*5Sr. ±e*iLn** f &ma 

[0 0 4 0 ] m 1 te^Ufcg8»WCtt* ^lEa— !f4(D 

SfMiai***^- 2 o £ y r ^ 2 i (cm? 

<IiBti&&*nSB 4 o tcj: -o r 5dtt*r &<fc5a:i/Tfc<J; 

c>. c©a^ awi««a#*«tT9^FiE^-if©aw» 30 

[004 1 ] £/c, ±sBgQfcW-Ctt. 2 0 4 

T*-fe*»fcaHK4 0*fi*Hi3 3**H,TJl/-* 1 0 

±BEft«tf-A2 0iT*42Xflg9I*B4 0«:J1- 

C*, mstcnkistcv y\s#*r — rf>\> 1 5 0 OtH^J 

-/ -Jt> F 1 5 4 tc, JJEJWH'* y 7 • -te^ > h 40 
3 1 >*:7*-X0|»l 1 B<D*a#JT£ 

20(D7a-ft- RtfcUT, ^r^*123t, § 
h(D5B5feI P7 h'l/^^Sf-^W FU* 

#7—zf)l> 1 5 0*>6tt*(sfcSftx> F y <Dfei£5fc 1 

• 7^;PK1 5 3a>6f36*i& 0 
[0 04 2] »«C. HI 1 HS1 4*#RBLr**?ll© 
»2^»WtCOl>T»l8 , r5. »23UBW"Ctt. JU-^ 50 



^2000- 2 6 1 48 3 

14 

[0043)^1 1 ^giiSWci5WS;U-x^ >y 

^r- zT)v 14001 m^m?. )i>-7~4 >yf— 

Sfc^(D-7^^A^^>^f7 -;i/K 1 4 1 ± 

KU^^-T7 -r-^Fl 4 2 4, y Y<DX?) 

@ig <-f>*7 *-^@l8> ©«!!Fftii%f7-f-Jl/F 

14 34, I P7 Fl/X^m/cMvXi' 
A^^->^f7^^F14 4i, JLiB^;**>**- 
>r^X^$tl/cgI5^W^555t I P7 FU^^-T^ ^ 
-JUF 1 4 5 4, gi^? h©tB^lEi«S <^>£:7* 
-*@*g) ^ ->\> F 1 4 6 4, BUS? 

■/-JI/F1 47 4* iftfiCCjCfc-C^P h^;U^<Dffe<D^ 

[0044] ±fBHtt7 -f F 1 4 7tt % ^©i> h 

y -csa 3 ^/ci*fi7c4555fe4 (ommzmtc-r&mmr 

tU*H»? * - A' F 1 4 6 rj^S tifca*B»^cc« 

7^;Ujiy>^-^;H 5 O^J&^TitH^ 

[0045]il2tt ±E*2 2WWCflWBS*i«7 

ti, 7 >/ ;^ 'J >^f-^ 1 5 0©§x> h y (J, _b 
3E;t/-^ a ls>f"r--7)\'<Dy a F 1 4 1 — 1 4 5 4 
Rl«©, ««SfeJ:^5«(»ll*^fc«>©7^--^F 
16 1--1 6 5 4, IEi^5feCD I P7F U^^tj^T? ^ — 
F 1 6 6 4. mmm^i^n^y * -to F 1 6 7 
4*>6>ttoTl>S. ±13(giS5fe7 -f-il/F 1 6 6tctt % 
(Wlfw<20©I P7 KU^aftJR3eSti. tH*@^? 
Y-il/F 1 B7(Ctt. ±BB»8*w<2 0*««ttS*ifc 

[0 04 6 ] H 1 36i, 2|c||tfe^tc*5tir. SatSISB 
0*604 CCjjVr»J»^ v h 5 0 0*Sf3L/clS^(C 
Jb-5r 1 OWUffr*^- ^fl^J/ai-^l 1 0 0 

-^;H 4 O^tftsHU 11). WfB/^ ^ 

h5 00C0tS«gS5 2 0CC^^n-SSm7cl P7FUX 
5 2 2 4?g5fe IP7FUX523 4<OBB«*3tSfiOfei 

> h y owx> h y ) 3»a»»**5**flje-r* 
(^^^^1 i2) 0 4>u. h y^ettcaow 

<x*-*^i i 3) . Rec 4 

[0 04 7] SWi>Fy<D«fi7^;l/F*i 



(9) 

15 

{X^v^l 1 4) b/ct£, v j)\,5t •?)], 1 

5 OK, ±g5g^x>h»;<i:*f|S-r^»r^^x>hU^ 
iittiaiiL (Xf -^l 16), c<D;l>-?->4**7-f 

&x> h >;4£jau cn^-f^ >^^-^ccii 

Jffl^li (Xf ^'l 1 5) Ltc&. XtvV'I 1 6 4H 
frT&o m^£. H4CCiftbfcl*JS©WJIB>'^^y F50 

0 4SfgL^cB$trc, JU-'Tw >yf— 4 Otc io 

-^'YKiaOT, ^n^ti<£H?^> hn<DHff&£& 
h UR2 0 I©*«sa»3*i-Ct**:i8^, tft 

hyR202^*su k cn^f-^nf^^tc^j-r 
±gBx> F y r 2 0 1 J:D 4«fe-r*fl*Kfi»r4. 
[0048] ±fBfr/cfrx> h U R 2 0 2 ©AAHIB? 

>#:7x-;*l§IIgl 1 A©BSgiJ-¥-3&5R3£Sti. tti;tt§]«l 

7^-juKi4 6fct*ta«ii*fcjaiijaf s -*. m*? 20 

y-;UF 1 4 7CU* ^t^- KaWHSESti 

£/c, ±IHfr/c^x>hUR2 0 2cr)^m7cIPT 
KUX7^;IK1 4 2*yJ:^3S5tI P7 PUX7^ 
Jl/ F 1 4 5 fCtt, WSJ/^ ^5 00 GDi^flTC I P7F 
UX^ Y-Jl/K5 2 2fci:D f 5E5feI -f-jb 
F5 2 3^6f#6*ifcTFU***«£S*K ^ti-etii 
*tj£"S"S^X^7-f-Jl/K 1 4 1 . 144CUS, 

[0 04 9] Sfc % 0 1 2CC^-T^J:^«:, ? ^£ 
•J>^f--^15 0«:tt, 1*w<X. YCDIPTKl*. 30 

KSBteTFUX <flk**-J<2 0) £. W^Hidl 
£©H«*^Wfc«fc&U=i- FR 1 0 2#ilflQ$n 

[0 0 5 0] H14tt> *:||SSP9CC*jC^^jU-^>^ 
l 2 OCDjaStt^^-r^n^^A^n-^^ 

3®^^^ hcD^ftTC IP7FU^331i, 5e5fc 

1 P7 FU*3 3 2<ttcg~3<,>T, )l-?4>#7-7 
iH 4 0^$n (^f?^l 31). C<D*g^, *7 

P7KUX33 l<h?65fcl P7KUX3 3 2*^^ 

[0 05 1 ] ttfROl^MfiBELr 32), 

(ATv? 1 3 3) LX. C<D)l>-*> 50 



*$S3 2000-261483 
16 

h y<DHtt7 -f -Jl/ F 1 4 74m, St*? ^ F 
& "J%M" ZfnUX litems* 3 4) , 

V v F4J^«LT V I 3 3) , CGXM/-*->4 

tt (Xf^l 3 5), |i|*|5|3Bl7-/-Jl/ F 1 4 6-Cjg 

Ur->7'1 3 6) , C^^>^7t* 0 ±3BK 

tt7-f-^F3&« "tea- ^Lx^tcm^t. ±3&k,~ 

^JH 5 0«fc*L 3 7) , tfcm3*i/cx 

> h »;<DHi^loli68^ ^ F 1 6 7a^KT>C>£:7x- 
XiWCJtl^? h*K» (^f-y^l 3 8) Lft 

[0052 ]^ 2 0 i7 ^-fe^7E*Ja«« 

4 0*^'J7 • h 3 1 KffiROfc»£tt, 

±ia^ *;u*y >yf-^;n 5 o©ta*ias^ -/-^ 

Fl 6 7CC>T>^7^-^IpISS1 1 B©MWIKf*H3eL 
T*5*. ±IB*7^:7*1 3 8T\ Sft^ ^ K03S5fe I 
P7 FUX3 3 2&&m9cl PT FUX7 ^ F5 2 
4**5Vr«»9--;<2 0O7 F UXCC^O/tf^. W^7 
HtB^-f-^F 1 6 7^-rBUJO^ictieot:. ^>^>^ 

[0 05 3 ] 7T-f7-)*-^IB, ;u-^tcSfHU 

«1f-^2 0£T*42X7cS*D*Be4 040 1 ^^"7 

fcMfBI^^^ h 5 0 047r^7^*^5rSil/ 4 
7r>f7^^-;L'5^ *<Di&ScmairttiE'*4rv h 
*fl«tf*-^2 0«H6»T*«J«il/-C€>a^. 
[0054] 

imW<D$hm] feLb<0ttW^6M63&>aj:9«:, 
[0MOfiS#feSi^] 

[HI ] *#8WD** h7-^ttM^^-A<DlXlk«l 
[03] 0 1 K^L/cJU- £ 1 0<D3¥«B4^-T^C2^ ^ 

0 O 

[S4 ] m i tc^u/temssss o^eisigstisBiia 



17 

[15] 1 Oi)m*.h)\s- c r < lsV'T--J f )\' 1 4 

o<d i susw^-rSo 

[06] 1 0**{ix.&? ^ JU^U>^r--^l/ 1 

5 o 1 3iS6c?!£^-ra> 

[07] 1 O^ffii^-r^ >>^^.*-;KD 

[08] 0nc^L/c^if-^*2O<Dat6^-r^a 

^ A • 7P-ft- ho 

[09] 08{t:teW&#M;U_-^>2 1 Ocomffl^-T 
[110] ±IB^-^-^'2 0^{1^2>^t ^^7"-y 

[hi i J o#&/B^&^-f^>yf*~:/;u 
1 4 o <Di&<DmMm$:^~fm 0 

[01 2 ] ;t/-£ 1 0#<£JB-r£:7-<;U* *)>#T-zf 
iH50 <Dffe<DHS6^^^^0 o a 



(10) «fB2 000-26 1 483 

18 

* im i 3 ] i o^si^-sf'-^usii^^^-^ 

ho 

[0 l 4 ] 1 O^ffi^^-fw 

ho 

1 : 51$UE>tt333K. 2 : 3 : 5*SP* * h 
■7-4\ 5 : T->*-^S60S. 7 : 8: 

10 rtffOdgfttKK* 10 :Jl-5r, 1 1 M>^7x-X 
[pjgg. 1 2 : Jl—ir ^ >^»gg. 2 0 : 
^\ 22 : gfK^-^T^K 4 0 : T^-feXTcfiS&l 
KB. 5 0 : * ? h 5 3 : Xjfc^£- 

>iatt7T>fJk 1 1 0 : f--:/^g»*^-A\ 1 

2 0 : JU-r- y 14 0: v >y 
1 5 0 : y 4)\,*yi'#J- — -7)i, % 5 00: 

v ho 



[01 ] 



[03] 

ID 3 




,40 



r w 



"T 

33 



7rf7$a-» 



52 



20 




a**-* 



-23 

r3t 



h77<rfBJft 



X 



,53 



t-A* 



,54 



32 



T 
7a 



8a 



8k 



,11A 



150' 
140- 



7 + JU*V>? 



1£ ' (7Pty*) 



120 iv-th>4 







~ 3 












f»7i-7 




^33 







,11B 



<>*7i-^ 

en 



*30 



[04] 

SI 4 



512, 



,520 





*^ 




8StlP7KW 












S 


r- — 1 

57? 


j - 

S?3 


5 1 

SP4 



(U) 



1*532 00 0-261483 



[i2] 
m 2 



[05] 

SI 5 



330- 
332- 



311- 
310- 



333 



140 



A"- *W* 



f-t ~x 



row 



S5fc f>7K*M 



T7>*Jt>l- 



S«3C IP7K'H 



ACK 



-331 



[06] 
121 6 



17] 



@ 7 



150 



^ START ) 



StI5clP7Kia 


J3*fclP7K'W 












a*iic - 



















[08] 

@ 8 



( START ^ 



,202A 



telnet 



ftp 



> 

^202 

> 



.^1 



telnet iftSJU-^> 



ftp *Vm—9-> 



202N 



http 



http JM-rv-^i 



,203 



122 

YES 



I NO w 124 



>tf 



,128 



| NO ^ 127 



















312] 
1 2 



ISO 

161 162 163 164 



IP7KM 



1-A'X<7> 
7h'W 



0» 



IP7h*H 



7KM 



WW 



fc*l-A' 

7>*W 



-R1G2 



(12) 



$$832 00 0-2 6 1 48 3 



[09] 
m 9 



( START ) 



T 



211 



T 



215 



[010] 
0 i o 



,242 









*tt (ft, ft) 


xxxxx 


/Qte/password 


/..../password, etc. 


ft 










xxxxx 


/home/data 


/..../ 1 31 a/home/data 


U 


■ 


■ 
■ 






■ 


• 


• 


• 
• 


■ 


• 


■ 


• 



[011] 

m i t 



113] 
1 3 



140 

141 142 143 144 



7W tP7h*w 



7KW 



71* IP7KM 



145 146 .147 .148 
f CL 



7K*M 



t-A'YO 



tea 



5*«I 



R202 R201 



(" START ) 
I ^ 



< 



T 



1 YES 

gar ^ > 

I no" 



oitt=" ear ) 



-116 



(13) 



^82000-26 1 483 



[014] 
1 1 4 



Q START*) 



,131 



mm 



132 
NO 



| YES ^ 134 



,135 



| NO ^13 7 



(5l)Int.CI. 7 ^M']IE^ 
H 0 4 L 12/56 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 



QJ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



BEST AVAILABLE IMAGES 




